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Information Communications Technology and E Safety Policy:
Contents:
· Statement of Intent and aims of provision
· ICT and the Early Years Curriculum
· Team Training
· Expected Conduct and Incident management
· Managing the ICT infrastructure
· Internet access, security (virus protection) and filtering
· Network management (user access, backup, curriculum and admin)
· Passwords policy
· E-mail 
· CCTV
· Data security
· Equipment and Digital Content

Statement of Intent
· We understand the term "Information and Communication Technology" (ICT) to mean the use of any equipment, which allows users to communicate or manipulate information electronically. 
· This policy sets out the aims, principles and strategies for the uses of and continuing development of ICT at COA. Included are guidelines for the application of ICT within the nursery curriculum. 
· The policy details measure in place to ensure e-safety of children, team and other stakeholders in line with our safeguarding policy. A code of conduct for responsible Internet and e-mail use is also contained within this policy. 

Aims and Provision
· To enable each user to be best equipped to meet with the demands and rapid changes in the ICT world we endeavour to:

· Set out the key principles expected of all members of the team with respect to the use of ICT-based technologies. 

· Ensure equal opportunity for all to access ICT equipment and resources through the provision of computers and other equipment, programmable toys etc. for use by children, staff and for administration purposes. 

· To ensure all stakeholders are safeguarded in relation to the use of ICT equipment and all understand and adhere to our code of conduct.

· Provide opportunities for children to observe and talk about the varying uses of ICT at nursery, at home and in the local community. 

· Provide a range of age-appropriate software with cross-curricular links to all areas of the Early Years Foundation Stage.

· Provide software that is reflective of the multicultural community without stereotypes of gender, race or ability.

· Provide appropriate training software/hardware and facilities to enable staff to develop their professional ICT skills.   

· Provide access to an up-to-date labour-saving computer system to enable the smooth running of the administrative side of nursery life.

· Ensure access for all children/adults through a variety of devices e.g. I-pads, switches, trackers
· Encourage adults to provide positive role models for the children and be seen to use ICT resources confidently as part of our daily work.

· Demonstrate that above all ICT can be a fun part of everyday life in the 21st century that is accessible to all.

ICT and the Early Years Curriculum
· The current curriculum relevant to the Early Years setting 'Statutory Framework for the Early Years Foundation Stage'. The document contains a set of areas of learning and development broken down into developmental stages, which children are expected to have achieved by the end of their time in a Reception Class.  Reference to children's use of ICT can be found under the curriculum area Knowledge and Understanding of the World in the form of goals under the heading Development Matters.   

We believe that ICT has an important role within the Early Years setting in supporting the learning and development access the curriculum. We have identified the following categories as the main areas under which ICT skills can be divided:
· Imaging - create/re-create/adjust images
· Communicating- adapting/manipulating text with or without pictures
· Multimedia - combining sound/images/text within one package
· Data Handling - organising/manipulating information  
· Control - cause and effect in its simplest form
· Daily Life - awareness of ICT in everyday objects/functions, deconstructing electronic equipment 
· Logging on to the computer with appropriate user names
· Exiting a program and shutting down the computer at the end of a session
· Using a mouse effectively
· Locate letters/numbers on a keyboard
· Print a piece of work
· Use a variety of software for different purposes
· Using software and equipment with appropriate care and respect
· Manipulate a programmable toy
· Use a CD player to play a story or music
· Use a selection of electrical appliances safely 

It is essential that ICT is differentiated. In order to ensure a balance of learning that is both ICT and cross-curricular based. References to software relevant to differing areas of the curriculum can be located within the scheme of learning, in addition to examples of learning intentions. These should be considered alongside schemes of learning for each subject area.

Progress is monitored through the use of photographs, observations and practical examples of their learning e.g. Video recordings on CD or printed images. These are placed in profiles, recording significant achievement and possible next steps for development. Recording children's progress is the responsibility of the key worker.
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Team training 
· Team members are required to have a working knowledge of how to use the nursery IT systems; training is provided for staff where necessary in line with the CPD policy.
· Regular training is provided to team on e-safety issues 
· We provide, as part of the induction process, all new staff [including those on university/college placement and work experience] with information and guidance on the E-Safety policy. 

· Training is provided for new staff members who are required to work on any of the nursery programmes.


Expected Conduct and Incident management
Team are:
· Responsible for using ICT systems in accordance with the relevant Acceptable Use Policy which they will be expected to sign before being given access to school systems. 
· Need to understand the importance of misuse or access to inappropriate materials and are aware of the consequences 
· Need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so
· Will be expected to know and understand nursery policies on the use of mobile phones, digital cameras and hand held devices. 
· Are responsible for reading the school’s e-safety policy and using the school ICT systems accordingly.
· Should understand the importance of adopting good e-safety practice when using digital technologies in and out of work and understand that E-Safety Policy covers their actions in and out of work.

Children:
· Should have only use ICT as part of planned adult initiated or led activities, which should be supervised and monitored. Access to the internet is only with adult supervision and is not accessible to the children during ‘free flow’ play.




Parents/Carers:
· Should provide consent for their child to use the Internet, as well as other technologies, as part of the e-safety acceptable use agreement form at time of their child’s entry to the nursery school.

Incident Management
· All members and its wider community are encouraged to be vigilant in reporting issues, in the confidence that issues will be dealt with quickly and sensitively, through the nursery’s escalation processes.
· Support is actively sought from other agencies as needed in dealing with e-safety issues.
· Monitoring and reporting of e safety incidents takes place and contribute to developments in policy and practice in e-safety within the school.  The records are reviewed and reported to the Childcare Director and Owner
· Parents / carers are specifically informed of e-safety incidents involving young people for whom they are responsible. 
· We will contact the Police if one of our staff or pupils receives online communication that we consider is particularly disturbing or breaks the law

Managing the ICT infrastructure
Internet access, security (virus protection) and filtering

· Our internet provider provides Parental Controls to stop access to inappropriate material.
· filtering system which blocks sites that fall into categories such as pornography, race hatred, gaming, sites of an illegal nature, etc. 
· Ensures network healthy through use of anti-virus software and network set-up so users cannot download executable files.
· Blocks all Chat rooms and social networking sites except those that are part of an educational network or approved Learning Platform.
· Work in partnership with our internet provider to ensure any concerns about the system are communicated so that systems remain robust and protect students. 
· Is always vigilant in its supervision of the children’s use, as far as is reasonable, and uses common-sense strategies.
· Informs all users that Internet use is monitored.
· Informs staff that that they must report any failure of the filtering systems directly to the Nursery Manager 

Network management (user access, backup)
· All computers and I-Pads are password protected and passwords only shared with team that require it. 
· We do not allow any outside Agencies to access our network remotely except where there is a clear professional need and then access is restricted and is only through approved systems. 
· All documents and photos are saved remotely on OneDrive to ensure files are safe in the event of computer failure. 
· All computer equipment is installed professionally and meets health and safety standards.
· Reviews the nursery’s ICT systems regularly regarding health and safety and security.

E-mail 
· We provide office staff with an email account for their professional use, personal email should be through a separate account.
· We will contact the Police if one of our staff or pupils receives an e-mail that we consider is particularly disturbing or breaks the law. 
· Will ensure that email accounts are maintained and up to date.
· Reports messages relating to or in support of illegal activities to the relevant Authority and if necessary to the Police.  
· Knows that spam, phishing and virus attachments can make e mails dangerous and staff must not open Email attachments from an unknown or suspect source.
· We never use email to transfer staff or pupil personal data, unless password protected.
· Staff know that e-mail sent to an external organization must be written carefully, in the same way as a letter written on headed paper.  
· the sending of multiple or large attachments should be limited, and may also be restricted by the provider of the service being used; 
· the sending of chain letters is not permitted;
· Embedding adverts is not allowed.


Data security: 

· Staff have secure areas on the network to store sensitive documents or photographs.
· We use encrypted flash drives if any member of staff must take any sensitive information off site.
· We store any Protect and Restricted written material in lockable storage cabinets.
· We use an approved disposal company for disposal of equipment where any protected or restricted data has been held.
· Paper based sensitive information is shredded.

Digital images and video 
· As part of the EYFS images and video play a vital role in the recording, monitoring and evaluating the children’s progress and the creation of each child’s profile. 
· We gain parental / carer permission for use of digital photographs or video involving their child as part of the COA Parental Consent agreement when a child first starts at COA.
· Staff members are provided with a camera and video equipment and must not use their own devises to capture the children. 


Asset disposal
· All redundant equipment that may have held personal data will have the storage media forensically wiped. Alternatively, if the storage media has failed, it will be physically destroyed. We will only use authorised companies who will supply a written guarantee that this will happen
· Disposal of any equipment will conform to The Waste Electrical and Electronic Equipment Regulations 2006 and/or The Waste Electrical and Electronic Equipment (Amendment) Regulations 2007. Further information can be found on the Environment Agency website.
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